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About this Guide

About This Guide

Welcome to the Customising Guide. This guide explains how you can customise our
HTML-based payment service. It provides practical guidance as well as reference material.

To get the most from this guide, you will need to know how to use an HTML or text
editor.

Copyright
© 2007 WorldPay. All rights reserved.

While every effort has been made to ensure the accuracy of the information contained in
this publication, the information is supplied without representation or warranty of any
kind, is subject to change without notice and does not represent a commitment on the part
of WorldPay Ltd. WorldPay Ltd, therefore, assumes no responsibility and shall have no
liability, consequential or otherwise, of any kind arising from this material or any part
thereof, or any supplementary materials subsequently issued by WorldPay Ltd. WorldPay
Ltd has made every effort to ensure the accuracy of this material.
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Introduction

Introduction

What Can You Customise?

You can customise the appearance of the Payment Service to a considerable extent. For
instance, if you would prefer to have Payment Service Pages that match the other pages in
your website, rather than use our standard ones, then you can do this.

We provide a Payment Page Editor which enables you to carry out a range of customising
tasks. Access to the Editor is via the Installations Page, for further details please refer to
Opening the Payment Page Editor.

» This guide covers the customisations you can carry out using the Payment Page
Editor.

« Some basic but frequently used customisations are described in the chapter Some
Basic Customisations.

Skills Needed

You can make simple but effective customisations very easily with our Payment Page
Editor. For instance, you can easily specify that your own logo is to appear on the
standard Payment Pages rather than ours.

Advanced topics, such as modifying the files used to build the Payment Service Pages, are
described in the Customising Guide (Advanced). You will need to have gained some
expertise with HTML and the tools we provide in the Payment Page Editor, as well as
with the Payment Service itself to work at an advanced level.

Your Website Shop

Your website shop and any customised Payment Service Pages need to conform to our
guidelines concerning internet trading. For information about these guidelines, please
refer to the following URLs:

for the UK and other non-USA countries:

http://ww. wor | dpay. com support/cont ent. php?page=st art up&ub=conpl i ance&subsub=
rul es

for the USA:

http://ww. wor | dpay. com support/cont ent. php?page=st art up&ub=conpl i ance&subsub=
usrul es

Customising Guide (Standard) ! Page 2



Introduction

Test and Production - Environments

When you register with us you will be given two separate URLSs for each installation.
These URLs are needed for your order details submissions. One will be the URL to use in
order details submissions to the Test Environment and the other will be the URL to use in
order details submissions to the Production Environment.

You should note that:
« order details submissions will need to use either a Test or Production URL,

« order details submissions will also need to specify which installation to use - if
you have only one then this will be the same for all submissions.

If you have more than one installation, note that each of your installations has its own
Integration Setup Pages and Payment Service Pages for each of the Test and Production
environments.

That is, for each installation:

+ you have two Integration Setup Pages for installation settings - one for test and
one for production,

« you also have two sets of Payment Service Pages - one set for test and one set for
production.

Accordingly, for each installation, you can customise the Payment Service Pages as well as
the Integration Setup Pages in the safety of the Test environment.

The Test Environment

The Test environment is a special environment that enables you to configure and test an
installation. When you run in the Test Environment you are actually using a complete,
working environment that behaves in the same way as the live Production Environment -
except that no money is actually transferred when you submit transactions, so you can use
real card details rather than dummy test cards.

Only when you are completely confident with the behaviour and look and feel of your
Payment Service Pages do you need to copy the Test environment customisations and
settings to the live, Production environment for the installation.

The Production Environment

The live Payment Service uses settings and files that are stored within the Production
environment. Although you can directly modify the installation settings for the
Production environment, you should note that you cannot directly customise the Payment
Service Pages for the Production environment.

To use customised Payment Service Pages in the Production environment you must first
customise the pages within the Test environment, then copy these to the Production
environment.

Once you have copied your Test environment settings and customisations to the
Production environment you will also need to update the URL references in your test
HTML pages to the Production URL.
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Introduction

For more information about the test and production environments, please refer to Test
and Go Live in the HTML Model.

The Payment Service Pages

The Payment Service Pages are displayed when a shopper is redirected from your
website's shopping cart or order page to our secure Payment Server, so that we can
process their payment.

You can customise many features of these pages with the Payment Page Editor.

A note on naming: throughout this guide the term Payments Service
Pages will often refer to the complete set of pages and emails that
constitute the visible aspects of the Payment Service. The set consists
of: the Payment Selection page, the Payment page, the Result pages
and the Confirmation emails. In cases where only a single page is being
described, it will be made clear that the references are for just that

page.

Elements You Can Change

The following elements of the Payment Service can be customised using the Payment
Page Editor:

Payment Selection Page - where the shopper selects their payment method.
Payment Page - where the shopper enters their card details.

Result Pages - one of two result pages, which is displayed for a successful or
cancelled attempt at payment.

Shopper Confirmation Email - the email sent to the shopper to confirm the order
and payment details.

merchant confirmation email - the email sent to your email address, with the
shopper's order details.

Language Versions - the languages supported by the Payment Service.

FuturePay Transactions - items relating to recurring payments.

For information on how these elements of the Payment Service are presented to online
shoppers, please refer to How The Payment Service Works.

For examples of customisations, please refer to Example Payment Pages and Emails.

How the Payment Service Works

The figure below shows the different parts of the Payment Service, as experienced by the
shopper. The numbered topics below correspond to the numbered arrows in the diagram.

1.

A shopper, browsing your website shop, selects items in a shopping cart and
submits an online order request. Your website submits the order details.

The shopper is redirected to the Payment Selection Page, where the shopper
chooses their payment method (for example, Visa, MasterCard, AMEX). You can
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Introduction

arrange to bypass this page if your order details submission supplies the payment
method.

The shopper is then passed to the Payment Page, where they enter their payment
details.

o Note that if your Payment Service is enabled for the
Visa/MasterCard/Maestro card authorization scheme, then a Visa,
MasterCard or Maestro window may be displayed. The shopper
enters a PIN (Personal Identification Number), to prove that they are
the cardholder. However, you cannot customise this window. For
more details, please refer to the Cardholder Authentication Guide.

4.  Once the payment is processed by our secure server, a Result Page is
displayed, indicating the status of the transaction, this can be either successful or
cancelled.

5. A confirmation email is sent to the shopper, confirming the transaction
details.

6. A separate confirmation email is sent to you as the merchant, again
confirming the transaction details.

7. If you use our Payment Notifications (Callback) feature, then our secure
server returns all the transaction details back to your web server. For more
information, please refer to our Payment Notifications Guide.

Payment Selection
Merchant ‘Website Page Pavment Page Result Page

>

Shopper Confirmation
Ennail

@"(5) Il"'T ---------- [ |

—— Secure Payment Area

~—— !
H_T_______H_ 0
Merchant Confirmation _:_ﬁ_,fﬂ‘”" E
Ernail 0 N L _
e [ Secure i i
@&—-(ﬁ)' / Server Pg !

i e |
o | —.,-...__m ;

&0

—— Card Izzuer Authorization

Payment Matification

Figure: The Flow through Our Payment Service
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What Do You Want To Do?

C¥

e

G+

G+

G

G+

What Do You Want To Do?

Payment Service Pages
e+ What are the pages for? - the individual jobs of the pages.
= How do the pages fit together? - how the service works.
Components and elements
= How are the pages built? - the different parts of the pages.
= What can be customised? - the parts you can customise.
The Payment Page Editor
=+ Opening the Editor - where to find it and how to open it.
e+ The Test environment - a safe place to develop and test your pages.
z» The Editor Menus - two menus, one for file management, one for editing.
=+ Preview - view how your customised pages will appear.
Company name and logo
e+ Using your own company name - adding your own company hame.
e+ Using your own company logo - co-branding with your own logo.
Changing colours
c» Background colours - easily alter the basic look.
e+ Textsizes and colours - add emphasis with font sizes and colours.
Example pages

e+ Our standard Payment Selection Page - our standard Payment Selection Page
with browsable areas.

=» Our standard Payment Page - our standard Payment Page with browsable
areas.

= Customised Payment Page - a specimen customised Payment Page.
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Reference

Introduction

The chapters in this section describe the Payment Page Editor, its menu options and some
basic but frequently used customisations.

Screen shots and page descriptions of each of the Editor's pages are provided. As are
examples of standard and customised Payment Service Pages and emails. The basic
customisations should assist you in getting familiar with the Editor.

Please refer to the followings topics for further information.
e The Payment Page Editor - opening and using the Editor.

z» Editor Menu Options - the options available from the Editor's menu.
= Some Basic Customisations - how to carry out some basic customisations.

= Example Payment Pages and Emails - standard as well as customised examples of
Payment Service Pages.

All of this information is available online when you are using the Merchant
Administration Interface (MAI). To access it online select the Help button (the équestion
marki icon @) displayed in the top right corner of each MAI page.
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The Payment Page Editor

The Payment Page Editor

Purpose

This chapter describes the Payment Page Editor, which provides a fast and easy way to
customise and manage your Payment Service Pages. An example of a labelled Payment
Page is provided which identifies the page components.

Please note that we fix the content and operation of some features and
messages to ensure that transactions are processed legally and
according to our codes of practice. Also note that we reserve the right
to reject any changes that we believe may mislead shoppers or
contravene their rights.

The Editor also provides a preview feature, which enables you to preview how your
Payment Service Pages will appear to shopper.

We recommend that you save a backup copy of the Payment Service Pages for an
installation, using the Backup and Restore option, before you customise them. Then, if
anything goes wrong you will be able to restore the pages from the backup copy.

Use

(23
3
3
G
G
3
3
G
G

G

The Test Environment - customise and test in a safe environment.
Opening the Editor - getting going with a selected installation.
Do You Have Customised Pages? - have your pages already been customised?
Previewing Your Payment Service - view how your pages will appear to a shopper.
Test Transaction Submission Page - starting a test submission.
Test Card Numbers - credit card numbers you can use in test submissions.
Labelled Payment Page - an example of a Payment Page with identifying labels.
Screen Shot - Payment Page Editor - what the Editor looks like.
Page Description - Payment Page Editor - descriptions of the Editor's features.
Editor Menu Items - the menu items.

e+ Screen Shots - the individual pages available from the menu.

=+ Page Descriptions - descriptions of the individual pages available from the
menu.
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The Payment Page Editor

The Test Environment

The Payment Page Editor operates within the Test environment only. This means that you
cannot directly customise the Payment Service Pages within the Production environment,
you must copy customised pages from the Test environment to the Production
environment.

When you have customised and developed your Payment Service Pages in the Test
environment, and have tested them thoroughly, you can then copy them to the
Production environment by using the Editor's Copy To Production menu option.

Note that this operation will overwrite the existing pages in the
Production environment. Also note that it may take up to two hours
for the changes to be updated on our server and for them to appear in
your live Payment Service Pages.

Opening the Payment Page Editor

Access to the Payment Page Editor is via the Installations Page, as shown in the figure

below.

To open the Payment Page Editor:

1.
2.
3.

select the Edit Payment Pages button at the bottom of the Installations Page,
the Payment Page Editor will open in a new window,

if you have more than one installation, they will be shown in the Installation Id
list, select the installation you want to customise and then select the Edit Payment
Pages @button to start the Payment Page Editor.

The Installations Page

The Installations Page displays all of your installations, you will have at least one for each
merchant code. Each one is identified by its Installation Id, such as 204493 in the example

below.

To open the Installations Page:

1.

select the Installations option from the left-hand Menu in the Merchant
Administration Interface, the Installations page will open,

alternatively, select the © tick button in the Edit your payment page option in
the Home page of the Merchant Administration Interface.
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The Payment Page Editor

Installations - select Language - | ) @ @)
. Integration Integration Setup : P

Ui s o Setup : TEST PRODUCTION
204493 (Select Junior - WEBSITE:
MYCOM1) @ e 0
204824 (Select Junior - Merchant
description of installation) @ e 0
Payment Page Editor
Edit Payment Pages | Edit Payment Pages |

Figure:The Installations Page

(7] Note that the spanner buttons in the TEST and PRODUCTION
columns open Setup Pages, which enable you to customise the settings
for the installations. For more information about the settings, please
refer to the Customising Guide (Advanced).

Do You Have Customised Payment Service Pages?

If you have been operating your website shop for a long time or if your website was set-
up by a third party, and you are unsure if your Payment Service Pages have been
customised, you can find out as follows:

Select the Payment Page Editor's File Management option from the File menu. A list of
the files included in the installation will be displayed.

« If afile called display.properties is included in your installation, then the
appearance of your Payment Page has been customised. For instance, a logo may
have been added or the colours or fonts may have been changed.

« If afile called messages_*.properties is included in your installation (where *is a 2
character code representing a language, for example: 'en’ for English, 'es' for
Spanish), then the text that appears on your Payment Page has been customised.
For instance, a language version has been added, or some words have been added
or changed.

Previewing Your Payment Service Pages

You can preview how your Payment Service Pages will appear to shoppers by selecting
the Preview link EEZZEEERE 5t the top-right of the Payment Page Editor pages.

The preview presents a complete sequence of Payment Service Pages, as if a shopper had
decided to buy something from your website shop - note that no money actually changes
hands because it operates within the Test Environment.

When you select the Preview link a Test Transaction Submission Page will open, which
enables you to enter a variety of field values so that you can test various scenarios.

The preview provides a quick and easy way to test your Payment Service Pages. Note that
you can also use this option to test Recurring Payment (FuturePay) transactions.
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The Payment Page Editor

Using the Test Transaction Submission Page

To open the Test Transaction Submission Page, select the Preview link. The page will
open with your Installation ID already entered into the first field.

Enter suitable values into the fields, as shown in the table below, then select the Submit
tick button to display your Payment Selection Page.

field action/description

cart ID Enter a unique identifier for this transaction. For example,
"abcd123".

Amount Enter the total amount for the shopper's order. For example,
"10.00".

Currency Enter a currency code (based on the ISO code). For example,

"GBP" for Pounds Sterling.

Description Add an optional description of the shopper's order. For
example, "Blue Tee Shirt".

Language Enter the 2-letter language code for the language to be used in
the Payment Service Pages. For example, "en" for English.
For details of our other supported languages, please refer to the
following section in the Customising Guide (Advanced): Our
Supported Languages and Properties Files in The Message
Properties Files page in the Message Files - Language Versions
chapter.

Authorisation Specify the type of authorisation for the transaction.

'E' to specify manual capture of funds from the shopper, where
Capture Delay is set to 'off' for this transaction, or

'A' to specify capture of the funds from the shopper within the
next 14 days, where Capture Delay is set between 0-14 days for
this transaction.

Message This listbox enables you to view the pages as they will appear to
Substitution the shopper, alternatively you can view the pages with the
listbox property names of the page elements showing, rather than the

elements themselves.

To display the Payment Pages as the shopper would see them,
select 'YES' in the Message Substitution listbox.
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The Payment Page Editor

Submit tick
button

To display the property names of the messages used to build the
Payment Pages, select 'NO' in the Message Substitution listbox.

For more information, please refer to the following section in the
Customising Guide (Advanced): Showing Properties on Pages -
Message Substitution in the Property Files chapter.

When you select this tick button your Payment Selection Page
will be displayed.

Then, acting as the shopper, you can proceed through a
complete test transaction: select a payment method in the
Payment Selection Page, then enter your payment details in the
Payment Page, and then view the Result Pages.

You can examine the payment details in the MAI Test
environment and view the Confirmation Emails in your
mailbox.

Note that you can use the following test card numbers in the
Payment Page:

4917 6100 0000 0000 for Visa
or, 5100 0800 0000 0000 for MasterCard

Expiry Date: Within seven years from submission
Security Code: 123

For details of other test card numbers please refer to the guide
Test and Go Live in the HTML Model.
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The Payment Page Editor

Screen Shot - Test Transaction Submission Page

Submit a test transaction

nstallation |0 131004
art 0"
Amount® (can be 0 if FutureF ay present)

Submitl_

FuturePay Agreement Common Details

anth, dyear® if Regular, defaults

| multiplier - (* if Regular, defaultsto 1)

Regular FuturePay

Initial amount _ {will default to normal amount)
Mormal amount _ [ if not adjustable)

Limited FuturePay
ot it |
End date _ —
ent length -
Units: 1-da

eement length
s .

Figure: The Test Transaction Submission Page
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The Payment Page Editor

Labelled Payment Page - Example

The picture below identifies the different parts of the Payment Page.

mMyCompany pic

Ip FAQs Security

Secure Payment Page et

TEST MODE - this is not a live transaction EONMessage

Payment Method Visa V‘SA
Description Things to buy
|Purchase Details|

Amount £100.00

You must fill in fislds marked with *

* Card number

Security code ‘ [Table Headings
* Expiry Date - Ell— 8

* Cardholder's Name |

Cardholder Details
vou must fill in fields marked with *
Billing &ddress

Postcode/Zip code
* Country v

Telephone

Fax

* Email address |

[StatAgsnBution | © START AGAIN
MAKE PAYMENT
[caneelBiton | €@ CANCEL PURCHASE ° -

Refunds and Returns Refund Detalls
For rore information visit our refund and returns policy,

payments powered by WorldPay is part of the Royal Bank of Scotland Group,
WcrldPay@ For help with vour payment visit the: WorldPay Help.

2005 worldPay Limited

Figure: A Labelled Payment Page.
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The Payment Page Editor

Screen Shot - Payment Page Editor

For descriptions of the Editor's features, please refer to Page Description - Payment Page
Editor.

File Menu

HDI‘I‘IE@

Figure: the Payment Page Editor

Page Description - Payment Page Editor

The main features of the Editor are the left-hand menu and the central panel, which
provides the main working body of the editor.

A small header provides information about the installation currently being edited, as well
as a link to the Preview feature and a Home button. The small footer area also provides a
Home button.

Feature Descriptions

The table below describes the features displayed in the Payment Page Editor.

feature description

File Menu The options in this menu enable you to manage the files used to
build the Payment Service Pages. For more information, please
refer to Payment Page Editor Menu Items.

Edit Menu The options in this menu enable you to customise the Payment
Service Pages to suit your website store. For more information,
please refer to Payment Page Editor Menu Items.

Central panel This panel provides the main working body of the editor. The

Customising Guide (Standard) ! Page 15




The Payment Page Editor

Header area

Footer area

appearance and content of the panel will depend upon the
option selected from the left-hand menu.

The following information appears at the top-right corner of the
Payment Page Editor:

10221 - Multiple ltams I Prewview

Installation identifier - this displays the ID of the current Test
installation. The example above shows an installation ID and
description as "10221 - Multiple Items"

Preview link - this link enables you to preview your Payment
Service Pages for the current installation. The preview will
include any customised changes you have made.

Note that the Preview page creates a test payment transaction -
where no money changes hands. For more details, please refer
to Previewing Your Payment Service Pages.

Home button - this button will return you to the list of
Installations.

The footer at the lower-right corner of the Payment Page Editor
also offers a Home button, which will return you to the list of
Installations.
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Editor Menu ltems

Editor Menu ltems

The menu options for the Payment Page Editor are shown below.

e+ File Menu - manage the files used to build the Payment Service Pages.

G

Cr

G+

File Management - load files onto your Test installation.

Backup and Restore - save the Payment Service Pages and restore from a
backup.

Copy to Another Installation - copy the Payment Service Pages from one
test installation to another.

=+ Edit Menu - customise the Payment Service Pages to suit your website shop.

G

G+

G

G

G

G+

G

G

Languages - choose the languages for your Payment Service Pages.
Text - change the text and links for the Payment Service Pages.

Text Styles - select the font and font sizes for text in the Payment Service
Pages.

Colours - specify the background, section and text colours for the Payment
Service Pages.

Button Images - specify the images to be used as buttons in the Payment
Service Pages.

Page Format - specify background image, border size and page width.

Header and Footer - add images and text to the top and bottom areas of the
Payment Service Pages.

c» Edit Header and Footer Directly - add images and text to the top
and bottom areas of the Payment Service Pages.

Confirmation Email - customise the confirmation email sent to your
shoppers on completion of an online transaction.
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Editor Menu Items

Screen Shots - Payment Page Editor Menu ltems

Screen Shot - The File Management Page

@ File Management

Upload File

I
y Name for ile: |
Upload

View and Delete Files

Image Files

Delete

Delete

Delete

Delete
Delete

Delete

Figure: The File Management Page.
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Editor Menu Items

Screen Shot - Backup and Restore Page

) Backup and Restore

Backup and Restore Options
Reset to Default (v

Create Backup
Inzart backup comment here

B
Make Backup (v)
Restore from Backup

4 Jan 2001 18 Gh Restore (v)
16 Jan 2001 11:47 - Restare (v)
junk haox 2001 14:46 f Restore (v)

2001 O / Restore "'-_
are my 2 Apr 2001 17.3801 GMT  Restore (v)

Delete Backup

4 Jan 2001 18 GMT
16 Jan 2001 11:47

28 Feb

so thin?l

Figure: The Backup and Restore Page.

Screen Shot - Copy to Another Installation Page

Copy to Another Installation

Select Another Installation

nles, no callback

Figure: The Copy to Another Installation Page.
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